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If data is the new currency in
today’s interconnected world,
then data communication is the
transaction.



Introduction

Smooth data communication is central to running
critical infrastructure, transportation and indus-
trial networks of all kinds. It depends on the abil-
ity to migrate communication infrastructure, its
management and associated connected applica-
tions from traditional technologies to externally
accessible interfaces like ethernet-based net-
works or wireless based communication. But,
these communication hubs along with mod-
ern-day software and hardware are increasingly
susceptible to security breaches, hacking and cy-
ber-attacks. In 2017, the NotPetya malware and
the WannaCry ransomware attacks made interna-
tional headlines®. The latter ransomware attack
impacted Windows servers and focused on a
known vulnerability that could have been easily
solved with patch management®.

Over the past several years, worrisome, major at-
tacks have also resulted in serious breaches of
personal data. A 2013 attack on Yahoo exposed
information from billions of user accounts®. More
recently, in 2018, Marriott reported its second
major security breach in less than two years®®),
The increasing frequency and sophistication of

attacks has drawn attention to the need for
proper security controls and measures.

At ABB, we know that is essential to mitigate se-
curity threats and to implement layered security
measures in our products and offerings. To ac-
complish these goals, we weave cyber security
into our products life cycle, including testing. In
2009, we established the Device Security Assur-
ance Center (DSAC) to improve product quality by
testing with the aim of assurring our customers
that we take cyber security seriously.

In this paper, we offer insights into our approach
to cyber security testing and present informa-
tion, which will help you understand just what we
do at DSAC.
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Device Security
Assurance Center

DSAC'’s approach to testing

DSAC addresses possible cyber threats by identi-
fying, device weaknesses and communicating
this to the product development team for subse-
quent remediation. ABB’s internal security assur-
ance center is independent from the product de-
velopment organization. As such, this center
provides common testing for all ABB businesses
as part of the secure development lifecycle pro-
cess. DSAC leverages appropriate open source,
commercial and proprietary robustness, vulnera-
bility analysis and cyber security test tools in its
product security testing procedures.

The center follows a consistent systematic ap-
proach to cyber security testing for ABB prod-
ucts. By closely collaborating with developers,
DSAC not only provides an in-depth analysis of
the test objects, but also recommends concrete
improvement or mitigation actions.

Cyber security testing: an
overview

Security assessment employs a multitude of
testing techniques derived from ABB’s testing
policy to discover a variety of security weak-
nesses, eg, bugs and vulnerabilities. After all it is
the smallest security flaws that often lead to the
most disastrous security breaches. For robust-
ness tests, test cases include reconnaissance,
flooding/Storm-, and fuzzing test cases, as well
as known vulnerability checks. Security testing is
also performed on web and mobile applications.
The center performs a security assessment of
Android and iOS apps and audits mobile app
files and data for security bugs. Every test is
conducted in a coordinated manner by following
a set of pre-defined test procedures that include
analysis based on delineated pass criterion. Four
basic categories of tests are conducted: basic
hygiene testing, communication stack robust-
ness assessment, web and API tests, and mobile
application testing.

Basic hygiene testing

To check that basic requirements such as the
Principle of Least Privilege are properly imple-
mented, DSAC specialists conduct basic hygiene
tests. These tests determine if open ports/ser-
vices are required; they also analyze for known
vulnerabilities within the product undergoing
testing. For instance, an automated vulnerability
scan can identify weaknesses and security holes
(based on a published vulnerability knowledge
base with a finite number of checks and tests).
Vulnerability checks are made with tools like
Nmap® and Tenable Nessus®, among others, to
identify vulnerable configurations etc. By at-
tempting to crash targets, consume bandwidth
and identify weaknesses, and so forth, test re-
sults enable vulnerabilities to be better under-
stood; a DSAC specialist can then make recom-
mendations concerning any discovered
vulnerabilities. Importantly, such actions can also
help in mitigation of such weaknesses in future
product versions.

Communication stack
robustness assessment

Arobustness assessment measures the extent to
which the network protocol stack implemented
on an embedded device/software can survive un-
usual or intentional malicious traffic received
from any network.

Two types of tests are conducted: resource ex-
haustion and fuzzing test.

« Resource exhaustion: This method simulates
Denial of Service (DOS) attacks, eg, by flooding
the device with a very high number of randomly
generated packets.

« Fuzz testing: This test sends sets of random/in-
valid/malformed crafted protocol packets to
the product being tested to discover security
weaknesses (eg, coding errors such as buffer
overflows and format string bugs) in the proto-
col implementation. Fuzzing can also be used to
achieve DOS simulations because at times a de-
vice might reboot or service might cease with-
out recovery.
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Resource exhaustion tests are performed with
regular and malicious packets that aim to exhaust
resources such as network bandwidth, CPU time
or memory. Product reliability and availability of
the target can be assessed using tools such as IP
Stack Integrity Checker (ISIC), or Achilles Test
Platform tool™,

Fuzz testing, on the other hand, aims to identify
(zero-day) vulnerabilities in software implemen-
tation, etc. Avariety of tools are employed to
identify programming implementation flaws in
protocol implementation, eg, Achilles Test Plat-
form®™ and Synopsys Defensics®.

Inappropriate responses, no message responses;
and failure of the product to continue to ade-
quately maintain essential service, or even to
maintain the device’s normal state when it re-
boots, are important testing results that demon-
strate potential security vulnerabilities within the
product. Developers use these result to initiate
mitigation/improvement actions.

Web and API testing

These tests are used to find vulnerabilities in web
and APl applications in ABB products. Tests iden-
tify issues in the backend database, web server
and communication protocol used; as well as logi-
cal flaws and security flaws in recently updated
language, access management and session man-
agement. In general, these tests function to:

- Identify security vulnerabilities or flaws on ex-
ternal facing APIs and whether internal APIs are
bound to web applications

- Verify security configuration of the application/
interfaces of the product undergoing testing

Specifically, web vulnerability scanning, eg, with
Burp Suite Professional, relies on automatic and
manual analytical techniques to identify weak-
nesses in both the application and architecture,
eg, cross site scripting, injection flaws, sensitive
data exposure and security misconfiguration
among others. Significantly, these tests are run
on a web application against OWASP Top 10©.

Automated API security assessments discover
possible OWASP API Security Top 1049 vulnerabil-
ities in the APl implementation with toolslike
Netsparker API®Y),

Mobile application testing

Testing of mobile applications relies on security
assessments of Android and iOS apps to rapidly
detect publicly disclosed vulnerabilities on
identified exported activities using appropriate
tools, eg, QARK®2 and MobSF®3, The simplicity
and efficiency of these tests enable isolation of
security weaknesses with respect to
authentication mechanisms, files, backend
databases, web APl and any logical issues found.

Detecting and reporting for
a better product

As a trusted technical partner, ABB’s DSAC facility
was the first vendor lab accredited by Wurldtech
to perform Achilles (ISA Secure partner) CRT test
Level 1 and Level 2 certification on ABB products.
This achievement is a manifestation of the exper-
tise and experience that DSAC specialists exhibit
whenever they examine products.

With reliance on ABB’s holistic approach to all ar-
eas of cyber security, it comes as no surprise that
DSAC has the key function of detecting and clas-
sifying security vulnerabilities accordingly based
on a pre-defined classification scheme that also
takes into account the product team’s input.
Apart from this, the center prepares comprehen-
sive test reports that include analyses and results
of all issues discovered; details of all actionable
insights and a clear description of all vulnerabili-
ties discovered. Furthermore, reports include in-
formation about the complexity of these vulnera-
bilities. In addition, the report delineates the
steps that are necessary to address and mitigate
each weakness that is discovered.

Hence, DSAC not only simplifies the work of the
development team by reproducing the reported
security issues in a controlled laboratory environ-
ment, but they also provide indispensable recom-
mendations about how to fix any identified flaws.

Through comprehensive security testing, ABB’s
approach to product security underpins our of-
ferings and demonstrates continued care with re-
gard to our customers’ operational integrity and
data security. After all, cyber security and data
protection start with people, process and tech-
nology and are fundamental to our business and
our customers’ successful digital transformation.



01 ABB’s DSAC center
carries out a multitude
of tests to discover
possible weaknesses
in products.
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Basic hygiene test

« Check on least privilege
principle
« Vulnerability assessment
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Mobile
Application

- ldentify vulnerabilities
in the mobile application
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Communication
robustness test

« Check on how communi-
cation stack can with-
stand anomaly traffic
(flooding and fuzzing)
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Web Application
and API

« Check on vulnerabilities in
web application

« Check whether there is
any security flaw in APIs
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