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Liability Disclaimer:

This document serves the sole purpose of providing additional, technical information and possible
application and use cases for the contained products and solutions. It does not replace the necessary
technical documentation required for planning, installation and commissioning of the product. Technical
details are subject to change without notice.

Despite checking that the contents of this document are consistent with the current versions of the
related hard and software of the products mentioned within, deviations cannot be completely excluded.
We therefore assume no liability for correctness. Necessary corrections will be introduced as and when
new versions of the document are generated.



Introduction

This document explains the settings for the tunneling server and describes step by step how to use them.

The KNX system generally has two types of communication on Ethernet basis: KNXnet/IP routing and
KNXnet/IP tunneling, both use the UDP protocol.

Tunneling has the goal of accessing the KNX bus via Ethernet, e.g. for commissioning, error diagnostics or
visualization. A point-to-point connection is established between a PC and the IP router. This can be done
locally over LAN or over the Internet.

Objectives of the document

- This description is intended for commissioning.
- Tunneling has the goal of accessing the KNX bus via Ethernet, e.g. for commissioning, error
diagnostics or visualization.
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1. Tunneling settings in ETS3, ETS4 and ETS5

After programming the five integrated tunneling servers in the ETS and downloading the application in
the IPR/S 3.1.1, the following steps are necessary for the configuration of these tunneling servers. A tunnel
is only used when working with the KNX bus, e.g. Group monitor.
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-ETS3

The following images describe how to configure a tunnel for the IP router IPR/S 3.1.1 or the IP interface
IPS/S 3.1.1in the ETS3.

{2} ETS3 1
File View Diagnostics | Extras Help /
0@~ - | x | Customize...

Licensing... !

CEE |

| Database I Presenrtation I Stlategy| Communication | Troubleshooting

Select Communication Interface: Configure Interfaces. ..

[ABB IP Router IPR/S 3.1.1 -

€15 Comection Voreg
[ Prom Configured Connections Properties

Mew connection Mame: i
’ Problem Analysis... ] 250 AR New conrection 4.

Tope: | Khsret/AP =

Standard connection

Communication parameters

= KHsnet/IP devics:

'[P indicates programming mode active

<Mew...» g]‘

MAL addr.: 5 .

3 I arne: <Mew..»

IP address: 0.0.0.0 ~

Part: 3671 MAT mode ]

New ] [ Deleie | [ Knxnet/IP Diagnostic Wizard |

| ak |[ Cancel ]

| Database | Presentation | Strategy | Communication | Troubleshooting

Select Communication Interface: Corfigure Interfaces. . (

[ABB IP Router IPR/S 3.1.1 -

Note to item 5: Enter the IP address of
the desired router manually or choose it
from the list of found routers in the
network!

N

m [ Prompt when connecting

[ Problem Analysis. . ] Local Interface Settings

Use the Following settings to configure
the local interface
It iz important that these settings are
conect,

Note to point 8: Tunneling address must
match the line topology! Example: If the
IPR/S3.1.1 has the physical address

Mask version $0914
3.1.0, then the tunneling address must Indhvidul Addess :
be 3.1.x!
/ ’
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Notes on NAT mode (third image - ETS Connection Manager): The NAT-mode (Network Address
Translation) is a common application in network technology. If there are several computers connected to
one DSL router with internet access, NAT can be used. For this the DSL router must be NAT-capable. In
combination with ETS and KNXnet/IP tunneling, the NAT mode can be activated to support remote
access to the IP router.

-ETS4

The next images show the settings in ETS4.
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Quick Actions ) I} . ) K N X :
Overview Projects Catalogs Database Settings

Change Database i

% Change the currently open database Presentation General @
New Project ! Presentation Language

0 Create a new project from scratch B f

i Communicaticn i [C] Enable automatic scan on serial ports

New Project (Assistant) Use project connection if available

Create a new project using the assistant Database 1
[T] Use direct KNX-IP connection if available )
—] Diagnostics Software Updates
|!.'.a Open diagnostic tools -
Device Info Troubleshooting Currently selected:
Individual Addresses... Import / Export
Unload Device
Bus Menitoring Shortcuts Configured connections
Group Manitoring ETS Apps ol ABBIP Router IPR/S 3.1.1 - 10.49.121.92
Tool Diagnostics
Labels Discovered connections
| . Import Data
Import projects or products Online Catalag {l... ABB STOTZ-KONTAKT GmibH
Import Projects
Import Products B8 Intel(R) Ethernet Connection (3) 1218-LM (10) - 224.0.23.12
o b ComfortPanel - 1048.121.115 [MAC: 00:D0:03:28:7E:26)
= P
=@ ET54Help h ABBIPS/S2.1 - 10.49.121.186 (MAC: 00:0C:DE:15:50:80)
Exit b APBIPS/52.1 - 10.49.121.160 (MACMD:0C:DE:61:50:98)
Q Closes the ETS
s KMX/IP Tunneling - 10.49.121.ZAMAC: 00:0C:DE:25:80:58)
Recent Projects ol IPR/S3.1.1 ABB Netz - 10432119 (MAC: 00:0C:DEOL:80:41)
Hénes 27.01.2005 V4
ABB Standard 3 —
Neues Projekt (1)11
Fischer Norman
Schule Cham(3)

Note to point 3: Here, either one of the found connections can be selected or a new connection can be
configured.
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If a new connection is required, this dialog box opens.

- Point 4: Enter a meaningful name, so that the router can be found faster in the KNX installation
- Point 5: Select the type "KNXnet/IP"

- Point 6: Enter the IP address

- N
ﬁ Mew connection I& 4.

Properties /
>

Marme:

Type: | KNXnet/IP -

Communication parameters

IP address: 0.0.00
"\

Port: 3671 ] NAT mede \

% 6.

Cancel

. A
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In the next picture the ABB IP Router IPR/S 3.1.1 with the IP address 10.49.121.46 was selected from the
found connections. This will appear below in the configured connections.

v

a = IolE LY 3 »
Quick Actions ) =4 . K N X
Qverview Projects Catalogs Database Settings
Change Database . -
% Change the currently open database Presentation General @
New Project Presentation Language

0 Create a new project from scratch N X X
Communication [T] Enable automatic scan on serial ports

1 New Project (Assistant)

EraEtn & e EES ST T EESE Databaze Use project connection if available

[T] Use direct KNX-IP connection if available

E] Diagnostics Software Updates
#: Open diagnostic tools ~
Device Info Troubleshooting Currently selected: 7 I
Individual Addresses... Import / Export ABB IP Router IPR/S 3.1.1 )
q A |
Unload Device
Bus Monitoring Shortcuts Configured connections \
Group Monitoring ETS Apps b ABBIP Router IPR/S 3.11 - 10.49.121.92
Tool Diagnostics Labels Individual address: 15.15.255
I rt Dat IP address: 10.49.121.92
mport Data X . 0C:DE:00:80: =
|* Import projects or products Online Catalog MAC address: 00:0C:DE:00:80:C7 =
oot e
Import Products
. - N
Hel Discovered ¢ ﬂ Local Interface Settings M
= p
=@ ET54 Help ABE STH
% Local interface settings
Exit ER Intel(R)
@ Closes the ET5 i Mask version: $091A
Comfol o
Individual Address: 15.15.255 Address free?
Recent Projects ELYT3
ELYL3 .
.
—

Note to point 8: Tunneling address must match the line topology!

Note: The ABB IP Router IPR/S 3.1.1 and the IP interface IPS/S 3.1.1 support both group monitor operation
and bus monitor operation during a tunneling connection! The previous version of the IP router IPR/S 2.1
supported only the group monitor operation.
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- ETS5

Images of the settings in the ETS5:

&=
ETS

Overview Bus
= Connections
Interfaces
Options \
= Maonitor 2 .

Group Maonitor

Bus Monitor

— Diagnostics

Unload Device
Device Info
= Individual Addresses
Programming Mode
Individual Address Check

Line Scan

ol N — 1.

Settings
Current Interface
11.1.0 ABB IP Router [PR/S 3.1.1

Individual Address: 15.15.255

4 Configured Interfaces

b IP Tunneling L\\,
4 Discovered Interfaces | @ meine

b 11251 10.48.121.75:3671
s 1110 ABB IP Router...  10.49.121.82:3671
s 11.35 ABB IPS/52.1 10.49.121.160:3671
el 11.25 ABB IPS/52.1 10.49121.186:3671
s 11.255 ComfortPanel  10.49.121.115:3671
E& Intel(R) Ethernst Co..  224.0.23.12

11,200 IPR/S3.1.1 4B, 10.40.121.18:3671

68 KNX-USS Interface (.

00-0CDE:25:80:58
00:0C:DE00:80:C7
00:0C:DE:61:50:98
00:0C:DE15:50:8D
00:D0:93:2B:7E:26
50:78:30:A1:62:E0

00:0CDE:01:80:41

3.

ETS Version ETS 5.5.4 (Build 952)

NN
KNX
<k IP Tunneling

Name

ABE IP Router IPR/S 3.1.1

Host Individual Address

1110

Individual Address
15.15.255 Address free?

IP Address
10.49.121.92

Port

3671

MAC Address
00:0C:DE:00:80:C7

Test

License ETSS Professional Apps 7 active

Note on point 3: in the ETS5 a found connection can be selected or a new connection can be configured.

Note: The type KNXnet/IP no longer must be selected in the ETS5. The IP Tunneling suggestion is shown
directly on the right side of the window. USB and IP routing is automatically recognized in the ETS5 and

cannot be created!
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If a new connectionis required, the "Properties window" of the new connection opens in the same window.
- Point 4: Enter a meaningful name so that the router can be found faster in the KNX installation
- Point 5: Enter the IP address in the "Server" field

- Click on the "Select" button to set the connection as the present interface

[ eTssm [PERTE )
ETs 7]
Overview Bus Catalogs Se&lngs 4 K N X
= (erv=alme Current Interface & 1P Tunneling
11.1.0 ABB IP Router IPR/S 3.1.1 N
Interfaces Individual Address. 15.15.255 ame

New Connection

Opti
[ 4 Configured Interfaces + %
Individual Address
~ Monitor b New Connection 00003671
Group Monitor 4 Discovered Interfaces Server

P 0.0.00
us Monitar A 11.251 10.49.121.75:3671 00:0CDE25:30:58 \
Port 5_

s 1110 ABB IP Router..  10.49.121.82:2671 00:0C:DE-00:80:C7

= Di til

iagnostics 671
ol 1735 ABB IPS/52.1 10.49121.160:3671 00-0C-DE-61:50:08

Unload Device Metwork Address Translation
b 1125 A331P5/521 1042211863671 O0:0CDEISS0ED Connect using NAT mode

Device Info
el 11255 ComfortPanel  10.42.121115:3671 00:D0-93:2B:7E:26 Security

= Individual Addresses S d

BB Intel(R) Sthernst Co.. 22402312 50-73-9D-AT-62-E0 seure

Programming Made
ok 11200 IPR/S3.11 AB... 10.49.121.1%:3671 00:0C:DE01:80:41

Individual Address Check
@2 KNX-USB Interface (.

Line Scan
Test Select
ETS Version ETS 5.5.4 (Build 952) License ETSS Professional Apps 7 active
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In the next picture the ABB IP Router IPR/S 3.1.1 with the IP address 10.49.121.46 was selected from the
found connections. This will appear below under the "Current Interface" view.

Overview Bus Catalogs Sett?ngs K N x

—  Connections Current Interface &b IP Tunneling
4 1110 ABBIP Router PR/S 3.1.1 N
Interfaces Individual Address: 15.15.255 ame

ABB IP Router IPR/S 3.1.1

Opti
- 4 Configured Interfaces + 6.
Host Individual Address
= Monitor R
4 Discovered Interfaces LD
Cioupibicnioy o 11251 10.49.12175:3671 00:0C:DE:25:80:58 Individual Address
Bus Monito 15.15.255 Address free?
us Monrter s 1110 ABB P Router..  10.49121.922671 00:0C:DE:00:80:C7
a 1P Address
~ Di ; 1135 ABB1PS/521  10.49121760:3671  O0:0CDEGTS0:02
Diagnostics 104917192
cb 1125 AB8195/521 10.40121786:3671  00-0C:DEAIS:S0-8D
Unload Device Port
b 11255 ComfortPanel  10.49121115:3671 00-D0-93:28:75:26
e 3671
evice Info
B# Intel(R) Ethernet Co...  224.0.23.12 50:7B:9C-ATL62:ED
— Individual Add MAC Address
navicdual resses
clh 11200 IPR/S311AB..  10.49121183671 00:0C:DE:01.80:41 O0:0CDEO0:80:CT
Programming Mode
e Y 82 KNX-USB Interface (..
Individual Address Check
Line Scan
Test
ETS Verzion ETS 5.5.4 (Build 952) License ETSS Professional  Apps 7 active
Note to point 6: The tunneling address must match the line topology!
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2. Routing multicast address - settings in ETS3, ETS4 and ETS5

If the communication between the routers must work as a standard via multicast, this section explains the
settings for the routing multicast address for the IPR/S 3.1.1.

The following images show the configuration of multicast address on the IP router IPR/S 3.1.1in the ETS3.

® " 1.1.01PR/53.11 IP Router, MDRC S

M-z LAN Type of IP communication
LAM-> KM
IP zettings
Type of IP communication

Type of [P communication Multicast -

IP routing multicast address

Byte 1 [224...229] 224 =
Byte 2 0 =
Byte 3 23 =
Eiyte 4 12 Z

u]:4 H Cancel H Default Infa

In the ETS3, a multicast address cannot be set for the whole project. The multicast address must be set
separately for each IP router via the parameter page, but only if the default address 224.0.23.12 is to be
changed. If all IP routers are to be operated on the same network but do not communicate with each other,
then a different multicast address must be entered for each IPR/S 3.1.1.

Different from ETS3, in the ETS4 and the ETS5 a multicast address can be set for the whole project. That
means there is no possibility to configure in the device parameters the multicast address. You can only
select the IP communication type "Multicast"” or "Unicast". In the Properties window (under the tab IP) in
the ETS, the routing multicast address is displayed in gray.
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4 Properties (X]

g B OO

o anges Defa a z Find Feah 4

Device: 1.1.0 IPR/S3.1.1 1P Router, MDRC

Settings » Comments Informati._.
KNX->LAN - )
LAN->KNX Type of IP communication Multicast - @ Obtain an IP address automatically

- - () Use the fo lowing IP address
[P settings The device name, IP address and <--- NOTE
tunneling servers are set in the IP address:

Properties window of ETS.

Subnet mask:

Default gateway:

MAC address:

00:00:00,00:00:00

Reuting Multicast Address:

224.0.2312
Set the multicast address in the ETS4 on the backbone line.
4 Properties (%]
Add De De e a de Find Lly
4 [ Topology Address+ | Reem | Trade | Descripti.. | Application Program | Adr Prg Par Grp Cfg | Manufactur... | Order Number | Produ... - L_V] 0
Settings | Comments | Information
I M2 Dynamic Folders .
MName: —
4 10 Backbone area F——
. |l|i1N 2t e = Address:
11 New area =
[5ig 1.0 Main line =
4 [ 11 Newline Description:
L1110 1PR/S3.L1IP Router...
) Status:
Medium:
Routing Multicast Address: |
22402312

After clicking on the range line "0.0", the Routing Multicast address appears in the ETS in the Properties
window (under the Settings tab). There you can set the address for all KNX / IP devices. After a change in
this field, all grayed-out routing multicast addresses on the devices are automatically updated by the ETS.

The ETS5 works almost identical to the ETS4. However, in the ETS5, click the "Topology" button to change
the routing multicast address. Here, too, only multicast or unicast communication is to be selected in the
device parameters. The multicast address is also grayed out as in ETS4.
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Help Highlight Changes Cefault

1.1.0 IPR/53.1.1 IP Router, MDRC = IP settings

" G =, Properties >

o 5 @
Settings i Comme... Informa...

Q' Obtain an IF address autom...

a Type of IP communication O Multicast Unicast
el i Use a static IP address
The device name, [P address and
LAN->KNX tunneling servers are set in the <--- NOTE MAC Address
Properties window of ETS, Unknown
IP settings Routing Multicast Address
224.0.23.12
As mentioned above, set the multicast address on the topology.
Topology ~ " W =, Properties >
+ Add Areas | * Je) H;i} g 0
Topolagy - Area * MName Description Settings Comments  Information
& Dynamic Folde iy MNew area Backbone Name .
4 B 1 New area Backbone area
4 [B 11 New line Description
41 110IPR/S3LLIP Router,MDiC
Status
Unknown -
Backbone Medium
IP -
2. Network Latency
WAN (< 2s) -
Multicast Address
22402312
Security
Automatic =
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3. Unicast settings for the IP router IPR / S 3.1.1

If it is not possible to select the IP communication type "Multicast" for network technology reasons, the IP
routers can also communicate via the IP communication type "Unicast". In contrast to the predecessor
model IPR / S 2.1, the unicast groups are configured in the ABB i-bus tool. In the communication type
"Unicast", the KNXnet / IP routing of the IPR / S 3.1.1 is switched off. The IP router IPR / S 3.1.1 can send
telegrams to up to nine other destinations, that is, that a group of up to 10 ABB IP routers can exist.

All settings relating to unicast are explained in detail in the ABB i-bus tool:

r -
# §_bus® Tool 19.18.0 [E=E

Update

Group/devices
I Unicast _l
Device type Device name Individual I

1.1.200

IP Unicast Configuration

B ABBIPR/S 311 IPR/53.1.1 ABB Netz

1P functions (IP Discovery, Firmware update and Unicast) can be selected on this page. Itis
11.1.0 possible to switch between the functions using the button in the top bar.

B ABBIPR/S3.11 ABBEIP Router IPR/S 3.1.1

m

"Unicast" selection in the multifunction bar.

S bus calculation This function is only available for the devices, for which communication was switched from
Multicast to Unicast in the ETS. Up to 10 IP routers can be linked into a Unicast group in a
system. This means that these devices do not use the KNX "Multicast" standard

communication, but communicate with each other via Unicast. This offers benefits when
Multicast is not possible in a network structure.

Multiple Unicast groups can co-exist in a system, although they cannot communicate with
one another. Procedure: The IP addresses of the up to 8 other devices are assigned to each

B device as target addresses. In addition, further IP addresses can be added manuallyjeg. a
Supported devices PC with visualization). The total number (IP routers and PCs) may not exceed 10.

Switch between the device view and the group view using the "Groups/Devices" button

isconnected Telegrams per second 0

Note: If you use the "Unicast" communication type, it is recommended to assign fixed IP addresses to the
IP routers because the devices cannot communicate with each other if the IP address changes. Reason:
The specified IP addresses of the routers within a Unicast address table are no longer correct. There is no
communication possible with this router.
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4. Tips & hints when using the IP routers

In this section, you will find additional helpful tips and hints for configuring the IP router with the ETS
software.

Problem:

There are many IP routers installed in the network and the switch with DHCP server starts slower than the
routers. Therefore, the IP routers are first assigned an AutolP address.

- IPRouterIPR /S 3.1.1andIP Interface IPS / S 3.1.1 have an algorithm that cyclically searches for and
requests a DHCP server. If the DHCP server is available, the devices receive a dynamic address.

- Alternatively, a fixed IP address can be assigned to the routers.

Problem:

The IP router should use the "Filter" setting in normal operation. How can the filter table be filled and
checked with group addresses quickly and effectively?

- A"dummy device" (not real and will not be configured) is inserted in the ETS project into the desired
line in which the group addresses are to come to. Then drag the group addresses to the "dummy
device" and finally check the filter table with a right click on the IP router.

Problem:
How can | find out which tunneling addresses are stored in IPR/S 3.1.1 or IPS/S 3.1.1?

- There is currently no way to find the tunneling addresses stored in the device. When configuring
the tunneling settings, the first free address of the device is always displayed in the
communication window.

Note: The displayed tunneling addresses can differ from those in the project!

Problem:

How can individual addresses be entered manually into the filter table of the IP router IPR / S 3.1.1 and the
IP interface IPS/S 3.1.1?

ETS3
- Open the group address view and the topology at the same time

- Drag the group address into the wanted line

2B 0.2 Test
- A new symbol appears in this line Manuelle Filtertabelleneintrige

ETS4 and ETS5
- Click on the wanted line in the project
- In the Properties window, click on the tab "Information"

- Create manual entries
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Problem:

A device with the physical address 4.1.1 comes into an existing installation in which an IP router has the
address 4.1.0. Furthermore, the tunneling address 4.1.1 is stored in the IP router. What happens when the
address 4.1.1is read?

- The ETS reports an error that the local interface itself is read out. However, the ETS shows the device
with the physical address 4.1.1 during ongoing operations.

Problem:

What happens if you lose the connection to the router during a firmware update with the ABB i-bus tool
and the ON LED flashes after restarting the router?

- Usethe ABB i-bus tool to read the device again and check the firmware.

- Inthe case of inconsistent firmware, the router can lose the physical address and obtain a fixed default
IP address

- Re-parameterize the affected routers with the ETS (phys. + Appl.) and restart the update
- Only after the successful update will the LED stop flashing!
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5. Common causes of errors when using IP routers

+ Thereis no SELV anymore!

- Interferences from the network can affect the processor

A separate power supply for the external connection and the KNX bus

- Inthe ETS4 there is no backbone with 0.0.0 in the topology (backbone set to IP!)

- The filter table not checked when the filtering was applied
- Filter not used (observe bottle neck 100 Mbit / s -> 9.6 kbit / s)
- IProuter is incorrectly programmed!
- Either as a line coupler x.x.0 or as a range coupler x.0.0!
- IP addresses do not match in the LAN
- Remote programming does not work
«  Problem of the network settings, no device error!
- IPR/S cannot be found for connections

« Re-install the application program and restart the router

References to other documents

- Home and Building Automation Portal

- FAQ Home and Building Automation

- Engineering Guide Database
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http://new.abb.com/low-voltage/products/building-automation
http://new.abb.com/low-voltage/products/building-automation/support/faq
http://new.abb.com/low-voltage/products/building-automation/support/engineering-guide-database

